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COLLABORATION AND PARTNERSHIPS 
As part of its proactive cybersecurity efforts, the auto industry maintains important 
collaborations with key stakeholders. 

Public Sector Partnerships: The auto industry has active public-private partnerships with:  
• U.S. Department of Transportation and NHTSA
• U.S. Department of Homeland Security (“DHS”) and its Science and Technology 

Directorate
• U.S. Department of Commerce, NIST, and the National Telecommunications and 

Information Administration
• U.S. Department of Energy

These collaborations have led to efforts to (a) develop an auto industry software bill of materials 
("SBOM") proof of concept, (b) collaborate on advanced technology workforce development and 
certification, (c) conduct forward-looking research and development.

Auto-ISAC: In 2015, the Automotive Information Sharing and 
Analysis Center, or Auto-ISAC, was created. Proactively 
partnering with DHS and leveraging organizational principles from 
similar sector-specific information sharing programs, the Auto-
ISAC now includes over 60 members, representing a broad range 
of industry stakeholders.

Security Researchers: Security researchers are instrumental in 
helping the auto industry proactively identify cyber threats or 
vulnerabilities before they are exploited. Their expertise helps 
inform the drafting of security safeguards, tools, and operating 
procedures. The industry engages security researchers to test and 
evaluate product security, including through vulnerability disclosure 
and bug bounty programs.

LOOKING AHEAD 
Remaining nimble and adaptive in the face of a rapidly, dynamic cybersecurity threat 
environment is paramount for the auto industry. The growing digital and connected ecosystem 
introduces several complexities and cybersecurity risks that are no longer confined to the 
vehicle itself or controlled solely by the auto industry. 

The relationship between vehicles, connected infrastructure, products, and services, as well as 
with consumers, is fueling automotive innovation, and, thus, cybersecurity must remain at the 
core. Consumer trust and our cleaner, safer, and smarter transportation future depend on it. 

DID YOU KNOW? 
The National Highway 
Traffic Safety 
Administration (“NHTSA”) is 
the  federal entity 
responsible for motor 
vehicle safety regulation 
and enforcement. Through 
its  Safety Act (49 U.S.C. 
30101 et seq.) authority, 
NHTSA has ordered vehicle 
recalls due to cybersecurity 
vulnerabilities that pose 
risks to safety.




